
The NGX platform delivers a unified 
security architecture for Check Point. 

Endpoint Security
Check Point Endpoint  
Security is a single agent for 
endpoint security.

PRODUCT BENEFITS
 Single agent for all your endpoint 
security needs

 Easy to deploy, easy to manage

 Eliminates the need to manage  
multiple security agents

 Erases compatibility issues with 
separate agents

 Reduces administration time  
and effort

 Lowers total cost of ownership

Check Point 
Endpoint Security
Single agent for endpoint security

Check Point Endpoint Security™ is the first single agent for total endpoint  
security that combines the highest-rated firewall, network access control  

access. It protects PCs and eliminates the need to deploy and manage multiple 
agents, reducing total cost of ownership. Check Point Endpoint Security is the 
only solution that includes both data security to prevent data loss and theft and 
a VPN client for secure remote communications.

Firewall/NAC/ 
Program Control

Protects endpoint systems by restricting both  
inbound and outbound traffic, ensuring that they  
are in a secure state before allowing access to the 
network and automatically enforcing policies on  
which programs are allowed to run on PCs.

Antivirus/Anti-spyware

Detects and removes viruses, spyware, and other 
malware based on a combination of signatures, 
behavior blockers, and heuristic analysis, featur-
ing the highest detection rates and hourly signature 
updates through the SmartDefense™ update service. 
Based on the award-winning ZoneAlarm® Internet 
Security Suite.

Data Security

Provides data protection on laptops, PCs, and 
removable media via a strong and efficient blend  
of full-disk encryption, access control, port  
management, and removable media encryption. 
Based on market-leading Pointsec® technologies.

Remote Access
Enables secure remote access to end users by 
encrypting and authenticating data transmitted during 
remote access sessions between the endpoint and 
corporate network.



Check Point Endpoint Security

puresecurity™puresecurity™

SINGLE AGENT FOR ENDPOINT SECURITY
Check Point Endpoint Security™ is the first single agent for 
endpoint security that combines the highest-rated firewall, 

anti-spyware, data security, and remote access. This enables 
security administrators to deploy endpoint security with a 
single installation and reduce the number of software updates 
that need to be tested and deployed.

memory and CPU resources

keep systems updated and secure

Highest-rated, award-winning firewall
Check Point Endpoint Security features an industry-leading 
firewall that blocks unwanted traffic, prevents malware from 
infecting endpoint systems, and makes endpoints invisible  
to hackers.     

 
hackers scanning for vulnerable systems 

tampered with, or hijacked

Unique Program Advisor
Program Advisor makes implementing program control easy 
and effective. It leverages a Check Point knowledge base 
of hundreds of thousands of trustworthy applications and 

ensure that only legitimate and approved programs are 
allowed to run on PCs.

policy decisions, saving valuable administration time

Broadest malware protection
Check Point Endpoint Security terminates viruses, spyware, 
keystroke loggers, Trojans, rootkits, and other malicious pro-
grams before they can damage endpoint systems. Backed by 
the industry’s fastest security update services.

 
intrusion prevention

 
the latest malware

Remote access
Only Check Point Endpoint Security unifies advanced remote 
access as an indispensable part of endpoint security.

 
VPN-1® SecureClient™

 
multiple authentication schemes 

Market-leading data security
Check Point Endpoint Security includes market-leading data 
security based on Pointsec technology to provide data protec-
tion through an efficient blend of full-disk encryption, access 
control, port management, and removable media encryption.

 
comprehensive protection for all data

devices such as USB storage devices and CDs and DVDs

Best-of-breed endpoint security technologies in a single agent that’s 
easy to deploy.

A single management console centralizes policy management across 
all essential endpoint security functions reducing complexity, time, 
and effort.



puresecurity™

Single agent for endpoint security

puresecurity™

Policy compliance and NAC
Prior to granting network access to any user, Check Point 
Endpoint Security enforces a comprehensive NAC policy  
to ensure that each endpoint is current with the latest  
antivirus, critical patches, service packs, and applications 
such as browsers and VPN agents.

 
the network

 
network access 

enables NAC in multi-vendor networking environments

SINGLE CONSOLE FOR SIMPLIFIED MANAGEMENT
Check Point Endpoint Security features a powerful, unified 
management system that reduces overall cost and complexity 

by enabling administrators to deploy, manage, and monitor 
security policy for thousands of endpoints across a distributed 

server installs in minutes, and the agent software can be 
deployed quickly without end-user involvement. It also 
provides powerful tools to enhance and customize endpoint 
security policies specific to the needs of an organization and 
enables distinct policies to be applied automatically to end-
points as they change networks, locations, and access points.

single administrative console

monitoring, analysis, and reporting of endpoint security 
events from SmartCenter™, Provider-1®, and Eventia® 
management systems

Continued on page 4

PRODUCT SPECIFICATIONS 
  Protection details

Firewall

Firewall rules

Zone rules

Hot spot registration  
register to a local hot spot

Program control

Program control

Program permissions
Program authentication 

Program Advisor

Program groups

Network access control (NAC)

Endpoint policy  
compliance and auto  
remediation

Cooperative Enforcement® with enforcement rules in the security policy assigned

Network segmentation-level NAC

Port-level NAC

VPN NAC

™, and VPN gateways from Cisco Systems and Nortel Networks

guest PCs before granting SSL VPN access

Antivirus

Heuristic virus scan
On-access virus scan
Deep scan
Scan target drives
Scan exclusions
Treatment options

Third-party antivirus support

 McAfee VirusScan, Symantec Norton Antivirus, Trend Micro PC-cillin/OfficeScan, Sophos Anti-virus, Computer 
Associates eTrust InnoculateIT, Computer Associates VET, Check Point Endpoint Security Antivirus, Kaspersky 
Antivirus, NOD32 Antivirus, AVG Antivirus, AVAST Antivirus, BitDefender Antivirus, F-Secure Antivirus, Panda 
Antivirus, Microsoft OneCare Antivirus
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PRODUCT SPECIFICATIONS (CONTINUED)
Protection details

Anti-spyware
Intelligent quick scan
Full-system scan
Deep-inspection scan
Scan target drives
Scan exclusions
Treatment options

Data security

Preboot authentication
Full-disk encryption
Authentication and login methods
Multiple platform support

Centralized management

Media and port protection

Remote access: IPSec VPN

Connectivity options

Authentication

High availability and load sharing
Multiple connectivity modes
Management

Single management console

Role-based administration

Unified with Check Point SMART 
Management

Management server log monitoring

MANAGEMENT

Operating systems* ™

Browsers

AGENT

Operating systems*

Certifications

* New editions of Check Point Endpoint Security will be made available in Q2 2008. Please contact a Check Point representative for details.


